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Abstract: Aiming at the lack of effective means for detecting and localizing malicious nodes in the data flow transmis-
sion link in Internet of things (IoT), a zero trust management method of data flow between IoT edge nodes based on soft-
ware defined network (SDN) was proposed. This method applied the architecture of SDN to the process of data flow
transmission between edge nodes. A fixed-length header overhead was used for zero trust management of data flow,
nodes, and paths to achieve lightweight packet forwarding verification and malicious node localization functions. In the
forwarding path, the security verification of packets was performed by the switching node, and the verification informa-
tion was counted to ensure the security of the data flow transmission and the consistency of the path. Based on the type
of abnormal packets, the controller adopted dichotomous method to mark the switching node that performed the verifica-
tion operation to gradually narrow down the scope of malicious nodes, and realized the localization of multiple types of
malicious nodes. Finally, the proposed method was simulated and evaluated. The experimental results show that the
method introduces a forwarding delay of less than 10% and a throughput loss of less than 8%.
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E AL HHERRE .
PFV H Flag (VI G E B &N “10”, PathTrace
(¥ ] 46 16 % 4 FlowID, 7E PFV #] 46 B Bt A Xf
Path_auth #{7IH 7.
3.4 ETPFVHIXIEGELWIE
SDN-ZTM A A2 e 15 w2 T PRV X Hodfs (s AT
FERIAE, s 03U 2 i B A p B3 R I IE I AR
ML iR, Hh, county Fcountys 73l
FE I L B0 E A A T 56 E ) B A R, count()
BRI HCR TR R AT I, delete(p. PFV) R4
PFV 7B it 47 2%, forward(p) I drop(p) 73 ) & 7~
Xf p BEAT B R SRR A
B ST RONEEE L R SR
mAN BdEtp
il AR p AL B
1) Function Packet forwarding verification in s,
2) PathTrace=MAC k( p- PFV. PathTrace|| p. IP.

TTL)
3) if PathTrace=h;
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4) p.PFV.PathTrace=p.PFV.Path_auth=h,

5) if p.PFV.SwitchID= H, (s,)&& p.PFV.Swit-
chID=H, (s, ):

6) Packet_mac MACy ,,  (FlowID[Time

ID||SwitchID|payload|p.PFV.Packet_mac,)

7) if Packet_mac= p.PFV.Packet mac;:

8) count (county ) and forward ( p)

9) else:

10) p.PFV.Flag= “01” and go on to line 24
11) endif

12) else if s,is export:

13)  Packet mac = MAC K(SO,Sn)(FlowIDHTime
IDJ| SwitchID||payload)

14)  if Packet_mac= p.PFV.Packet_mac,:

15) count (county ), delete(p. PFV) and

forward(p)

16)  else:

17) p.PFV.Flag= “01” and go on to line 24

18)  endif

19) else:

20)  count(county ) and forward(p)

21) endif

22) else:

23) p.PFV.Flag= “00”

24) send p.PFV to Controller

25) count(countf )and drop(p)

26) end if
27) end Function
B s, X p AT R B — S R
# N PATH ., i 1 s ~s, THEH K B, 05(8)
JiR o
h, = MAC, (FlowID|TTL,)
hy = MAC, (h|[TTL,)

h; =MAC (h;_||TTL;) (8)
Horp, TTL, Bon HEIFE AR A s, I 1P 4k 1
TTL %A -

s, PR HAE A, 2 ARHE (9) 1 Path-
Trace Jf 15 h, BEAT LLER, 80 608 7% R Bk A2 —
MG R, s, 4 2, 4 PEV R A Path_auth 1
PathTrace 7Bt AT 88T (2~417),

PathTrace = MACy (PathTrace|[TTL;) ©)

FEN R s, % p #HEAT B Se B RIE . AR 48 PFV
t SwitchID FHUE, X 24 s, B G 7 (A 55 SwitchID A
S (S~114T) 3, N D225 sy, s, 7525 p
HHATHBIRE B IGAE (12~1847), Bl 5)iEid 2(6)
A7) rH S EAAUERS HAF PRV H 1) Packet_mac, Fl
Packet mac, 175 1IE

RO L AR S B R IGAERT s, X countf o
AT THEOIFALE Flag 7 B id s 8 0 1) e 987,
s, AT S R £ p BEAT B R IE NG p I PRV Rk R
RS (10 17, 23~2517)

Y p i I i R Bk AR — BRI UE AN S B M
WEJG, s,%F countpys, i HEATVHEOIEXS p EATHE Ko HF
A, s, N AR S, s, R R p HTR p
I PEV ik MHER (8 1547).

35 EBEXRBTHEREM

SDN-ZTM % F 5 5 [{] PFV - Bt DA M %58 4
R countr O F counth - HAR S G S R AT H T
RUREDL, AR 1k X 2 AT R 21 22 4 J i

iR RAER .. LR e s, K%
() 5% % PFV H Flag 7Bt N “00” I, U1
KB R AR B, B s, A ey
RO I e R B AR RN )% AT CRLEE X i
REEBME S A . 6 8ERE
PFV [ Path_auth 55 30(8) P Y A #EAT LS, 24 b, AN
Path_auth A7 S5 I, A, X6 B AR A2 49 s, BG4S
e mi .

RS, AEEH 2R 5 PFV H Flag 7
BOR “017 B, 2R BECH AR I8 I B e B SR
R S A4 O A T R L s . E X
[#] (low,high), HH low Flhigh NPATH,,, n+ s,
5, (low,high) & B MG & 22 e 47 AR TE T 50~
Spgns (lowshigh) FIRTURE B E N (1n=1)5 E X
num_s A K% 7 H PFV A2 #1598 5, num_
PFV 24 PFV 1 SwitchID 5 Bbf B 22 4755 midhi 5
S K o T S A T U A R R B 2 P
/No SDN-ZTM i ik = 73 0 0 A8 1 775 sUEAT o8
L, XA RS 2 A i, AT RLE AL
FPEERZHT A 2~717): XA S BT
2B T ), SDN-ZTM 7E & U 31 7 % PFV
I AT — IR B AR AR, IR 8] 58 )5 1
(low,high) Al num_ PFV (9~19 47 ), [ % ] %5
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P 255 - BT SDN MR 10 255 st 1) i I A A2 B - 109 -

T ¢, K T HAF 2 TimelD A1 SwitchID & 3% &8
S0~ Suum prv A1 S0

HiR2 BLOUEARAER E AS  RUE AL

BN num s, num PFV, (lowhigh)

Ml R AR s, B AT SR B

1) Function Locating malicious switching nodes
that tamper with data

2) if high =low+1:

3) ifnum_s > high:

4) return (s high - 1 )

5) else:

6) return (S, _ ;)

7) endif

8) else:

9) ifnum_s=num PFV=s

10) num_PFV = [lowzhrgh]

1) return(num_PFV)
12) endif
13) ifnum_s > high:

.
14) lownmn§4anPFV[num4zh%h1

15) return((low,high), num_PFV)
16) else:

+
17) high=num_s,num_PFV=[lownum—s1

2

18) return((low,high), num_PFV)

19) endif

20) end if

21) end Function

HE L. & L THSDN-ZTM 4 & £ 7 1)
A& W IR R)BE . SDN-ZTM 7 & A T A 3k I
PATH,,,, ., " % s, [ counti® - Al countf® . I H
countgys, i Al countin 1 R, AIRIES TH HUE A
S N i BUR 2 A TR R N U & RIS - AL )
countfys, i, 1 counth - BE AT & A2 B count [ ] =
{cocporonse, b FoH, o RIORIHNL s, BINFENCEI )
Hole ttceE 5 B i i 50 R W AR B EE K
S, RN

i
_ Suc Fal
¢; = countpgup, + z countpgyp ; (10)

R L7 e R b 2 IS 9 . F i

R EAE R MR, NP ERET A
PR A RA, IINERERBMES 4
¢ivy <c (1= @)W, MYCHZHB s, Jxt HiE
TBEEANBEEZHRT S URNBEREFTITN
BRI )X B TR, 42 28 RS 2 ety MR
ARG B KRB, 5 2.1 TR R
W Bt A7 SR T HERE AR RS B F,
SDN-ZTM R X BUAT 1ZAT F I S A e pl b AT A
BUENL
4 mih5He

P NS DSRINTIR e S S e, B VR
AT BEEFRME. PR RE. HekRiE
B ZAThRESE J7 T4 SDN-ZTM HEAT B it 7
B 5t
4.1 HEINIEBZRE

SDN-ZTM 52 e 7 15 1 % MAC ) 04 72
HEPEIOAIE SEIUN B N R S E DR, Ik,
SAERS AN T Pyt M DR VIE % R B0 1T 22 4 1
fii. SDN-ZTM %f PFV H1[f] PathTrace. Packet mac,
1 Packet_mac, 7 B 5 B K FE 2 32 bit 7 B IE
f, 5 MR AT AU IR I O 3 T S B0 S DA R

E%%%ﬁmwﬁm,&mmzﬁ§?@M$a

g 0N, DRI, S R R AT Y A T
SDN-ZTM F#& il .
42 ET - HFEEMNEERHTR

SDN-ZTM 1 Fi =43 % B8 5L e oo ot 1) 3% i
ST AT R AL, PR A B E IR AIE IR
e, SEREUGE ST IR B8 AIE B 22 A Tog (D) -

R BEAE K BE N T3 R 8 45 PP A7 A S 2 T
M ORI AT AT AL, BRIRBENLIEEE
B AT IR, (X)) N AL B R A
R BT R ORI IE S, (DR .

(X)) = max (f(Xk=i)+1) (11)

Ho, f(Xk=i)RRNIEI GRS R 21 it
AT BRI 75 L s R IRAE RS, PTLARIR N
S(Xk=1i)=max(f(X[Li- 1D,/ (X[i=1l]))

(12)
Hrb, X[Li- 1RREHRT 1 BT i-1 TR
(i) A0 0 A 1T A AR B IR AE A, A (X))

Wﬁ%$,ﬁwmﬁﬁmﬁﬁu}ﬁmvuq%



.110. jﬁ ,f

hallis

¥ 45 %

¥k

ren-1+3([5]) o

I ECE AETT AR £ (X)) B M log(), B
I, 4 SDN-ZTM i FH 433250 T i A8 4671 w5 or
B, AR AT IR R IIER B R >, N log()),
B 308 R A A A RSB AEAGU B [) [) 5 P %o i L
MR B B log(D)IX, SDN-ZTM Bl a] 528 %} 1% 3% %
AT A OE L.
43 EEEFHE

SDN-ZTM jdist = 57 BIME o X E A Eds )
R AT S AT 5 e AL, AR PR A
e MAERTE, I ¢ IHUE SRR E  (FNR,
false negative rate) 2 [H] [k RFEAT 4T

6% Ve 19 4% Hh B AL TE 2 A8 #0710 2 TR AR ST 3
FRE RN o, H o' TR EAEAZ AT s, s,
R EAE, Ma'>gm, RHER14)H E BT
25 s Rt H A T R TR R A T
c;=(l=a)(1-a) eg<(l=¢)(1-a) 'c(14)
Hrr, g Me, KR sy Ms, HW B 50 g s,
jﬂSiEPATHFlowlD = (50531”"asn)iméﬁ%°

AR S A S R R AT A A R 4R FNR <
Ao WUIATLAAS 2]

FNR=Plc,<(1-¢)(1 -a) 'c,]=

Hc<u—w

(1= a) (1 —a)ico]=
P[q<(y-f:3)a—ay%]<z (15)
HETUERA, HXA5)n 152

Jf:;fu—af%
FNR = ¢ 2 < (16)

W ERR ¢ 52K RNAADFR, ¢5%
% (FPR, false positive rate) [ 3< 5 1] 15 21| 4H [H]
IUESEE R

2ln(i)

(1 _a)i+260

MARAY TR LIS ¢ 52 B0 KR, HEA
BN IRR SR RE, SDN-ZTM & BE
M go Zc, s KRS, ¢ MIUEEL T a H5 1k
5, P SDN-ZTM e B [ 52 1) ¢ Ji, ] LAl i
S v I I T 400 ¢ AT A R0 PR AGL TN ) i 6
AR

b=a+

(17)

44 HEERE

SDN-ZTM & (R BB iy, # il & 5 %%
RERAL AR AT U R EAT — O R i 2 1 1
FeiFis EH T 2EH AN AR, 8T -1 08
IAERS () TH S A B A2 — B GES B . BBk, A
A2 3719 s AR A A i 28 T R IS B AT — IR [
ik ERsRiEEE, HTHH— Firc ey mia s
B HI A B

24 SDN-ZTM X Hfs Gk AT 3% K, N A2
TR EAT 1 B2 O B UERS T, il A
T PFV F B Packet_mac, fl Packet mac, B [ E
s HR ) RS 4T s R T A T A ) R BT
B2 A0 2 O B AVGIERS 5, 43 i A T Path-
Trace ] 55381 # Packet_mac, K158 4F . *% SDN-ZTM
RS I 2 B B e, N T 48 s A o ) 2 46 1
MR EHEAT Packet mac, A A S 0 IE L FE .
SDN-ZTM H A2 # 45 f06 04 6038 K I ih B3 5 R
MK TR, mR3IR, Hf, MER
—VPH EAWETS S 5, sca RonEMA R #h 2k -
—RbrEFIETE, PRIN— KWL MHEXTEH, |
KRR BERKE . 20K, “F—RMA PR
FERHIZ B TH 28 10 us f10.5 ms, M 3 0] LA H
SDN-ZTM £ 28 # 5 mi iy 5] N AR THE B AR FE,
AT R AR B L R AR ) 52

*=3 R|TBRITHEERE
. PRZN/N 2 o H 14/ H
2z H| A +'—)5 o
OPT™ 2IM 2M (+1)M
SDNsecl” 2IM 2M 2M
P4Label®! 3P — 3P
SDN-ZTM M2M M2M 2M

SDN-ZTM X} #% e %438 5« Hs B 0o s =
TG A M1 A8 AL FR T B 2% B 4 il
N O(1). Olog(D)F1O()»

45 IREFBIEFH

SDN-ZTM i X} F0 4 AL N PRV 3k s
iR, PFVHRLKE A 24 B. ¥4 SDN-ZTM ] PFV
TSR FF B Z 540 00 SR AT b s, RS L 1 4k
600 B, 13E|MESME ST R (k535
MM Wk S s,

ME 5 A LA, SDN-ZTM P4 [k Sk T
B h 4% HASBE A2 K 1A AT 228, OPT



%7

SDNsec J7 Z& B4 A b Sk F 88 5 1 OC R 400K
(52+161) B f1(22+81) B, P4Label J7 & &2
VM 268 B I € KA AN Sk o AHECT HAR T %
SDN-ZTM 7 A I EAMECK TR R /N, BA H i
B L R AR

100%

—a—SDN-ZTM
—8—SDNsec
—A—OPT

% L
80% —e—P4Label

20%

0 2 4 6 8 10
K
K5 AN T %

ItAh, SDN-ZTM H 4 il % 5 A2 #775 f [ A AE
WIUERY B s B A o S i ATl A, R B4
% o R, SDN-ZTM 23 K IRF o 38 i A8 e 15
RUEAT AL, AT Uk D B B R AT RE . DR,
SDN-ZTM 7E AT it 2 Hp 428 i) 2% 55 42 #0775 A1) 10
BB, PR TR .

4.6 REINEE

SDN-ZTM ReA 280kl I 577 78 25 2 75 v i 2t
o, BRI BUR B EBERE. BB
FHIEOEZ BN, JFREN R R
Pt AT A R E AL . FIN, SDN-ZTM RESZ
X s A B E AN P B B d . SDN-ZTM H1 i
PFV #f3k RN FI RS 3715 pid s, 5 HLADAS e 47 i s, 1 2
B K (5,5, AT HIURAL, SKRIFEA WIS 2045 B
NN B K (54,5,), Toi50 PRV 5L AT 2500
i, [FUk SDN-ZTM fg S AIE . SDN-ZTM gt
Xof B 1] 3 B -4 ] TimeID 76 PEV FRHTFRIC, 243
AR AT B, B E T R
1 5% Packet_mac, fll Packet mac, FE I TIGIE,
Uk, SDN-ZTM Rt H i B T 20

# 4% SDN-ZTM 5 AH 0 it A& ik A% 22 42 5
T R A THREHMTAIEL, Hh, VERAKZ
i, xFRAREZINEE. NRATTLLEH,
FHAM 52, SDN-ZTM HA&H 4 TH 2 4 Thft.

PRt LT SDN (KL 2570 0 I ORI B (5 A 2 111 -
=4 RETINREXTEE
oo DTEE BEEE B — PFER REE
2z 3

TEOWNE T Tra mme wdk g
SCHR[23] x x N N x N
SCHR[29] J J N N x
Iﬁjj{[y)] X X X \/ \/ X
SCHRI31] J J x x X «
SCHR[33] x J x N x N
SDN-ZTM J J J J J J

5 HESHE

T A T ELIA,  AEAR DL R 45 h G 4IE SDN-
ZTM A 20, FFil R {7 5 S2 56 SDN-ZTM {4
REREAT VAl
51 {HEIFE

SDN-ZTM £ P4 T[] i 12 3 1 52 e il v k4T 52
W, fEH P4E S %S JFE 1T Pdc (p4 compiler) A=
Jif, JSON # it i S0, PG H & N P4 4T 9 A
(BMV2, behavioral-model version 2) Hiz 7. %l
#58 P4 Runtime $2 UG S00E - [ HEAT 91

SDN-ZTM & i ECPy (elliptic curve python)
JE S 2 15 B A I A A, IR R TS A R U
HEANIERS (HMAC, hash-based message authentica-
tion code) BEATIH ENUERS A= fs, ARG Ay %
EHUMDS5 (message-digest algorithm 5), SDN-ZTM
XF HMAC 753 2 (1 128 bit ¥ S IAEFSECET 32 bit, LA
5 & PFV 4514

Fe SR SDN-ZTM 1A 8 PA K 77 Ze Vg
AT, RIS A A 454, (6 FH Mininet %)
ARSI TR TR, 1130 &5 P4 RAHASHA LA T
B REATHUALG 0 DI v ) A4 757 ORI
AT S-S 1 E N Intel 17-11370H 4.266 GHz,
32 GB WAL, #4F 25009 Ubuntu 14.06.

52 B

FEABEAI N 5 rh e B — S5 A BE DR 10 11 4% it A%
PATH = (50,5, 589 )» s, AL il B 45 b 1 22 e L
FE 204 A B R EHLE T PATH RO 3 H B9 E L.
B 55 JGRATIRNT R, Al e 2 s 0 B s A AT
W% 2.1 75 PR BB AT 9, SDN-ZTM BE 5 A 2%
SN B AT A R 5 T A e R e A, I
i IR AR AR R X SDN-ZTM [ 2 E k1T T
fitio HRH5 SDN-ZTM f AR JEE AT 40, 040 A0 3K O
WS R TR BRI T A L ER, 5
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TR EFIUGEMFE, KU 2.1 WA T N
SRR BRI BRI REBEEMGEE
FU 3 R AL,

S8 SO RS YT mLE BEATLIN 8] (8] B 7, A R s
BT BB S I — IR B AT, AR
AV A, AR I B A 3T s R
B L R B AR M R T E AL, A2
—IRAEBHIPI . € XAERERTAN Y, WA 4y
FUAT () Bk S50 A AR B A R E S ) R N
M, SDN-ZTM F A I 21| B o (1) X BN FN,,  SDN-
ZTM G I 381 0 o5 (H A 1E 7 2 A6 3% 352 35 55 i I
N FN,, SDN-ZTM o Il 31| X o A1 {H 4 1E 8 22
P R OB AT SR BN FP, R
P 55 R T s I SDN-ZTM K6 345 He S 3 8 A i)

Vi s 4 N FN, + FN

&ﬁﬁwpﬁ%%ﬂﬁﬁ$mR:—jf%
+

i%:}]?i%pp}{ = Wo

SEIE 1 P ENLE T iperf ) H ) ML K %L
i, FF8:1000s, s57 0Lk 0.5% 0.75% 1%-
2% 1 4% 1) 30 55 T WG 28 06 MO0 B b A7 By, 2
7 9 i R) TR) B A T,(100ms < T, < 200 ms), il
7 AR OB R AR e B
R EFWE, HAp R ERAA 5w B A
PR AR AT B0 R RISE e 3 Pl I 4 b A
BIE ERENa ~0.5%, & E SDN-ZTM &
MEFHM 4 = 0.5%, SDN-ZTM K} 3% & W i #
0 (T 8] 18] B 7=100 ms, 2 il 88 060 A I 25 SR 5 5
HOE AL DLEAT Ge vk, RIS R w6 A 7
I

24%

= —A— Hn st
—v— BRI
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4%

2
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R iR
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3% 4%

20%
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—v— BRI

16%

12%

FPR
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\

0.

4%
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WL SR

7 AN R T A A

3%

M6 FIE 7] LLE H, SDN-ZTM X% &AL
T R R o B A A B 1 e T
B AR 05 503 5 O U A 3 AL #04 0, BRI
SDN-ZTM HE 0 36 25 50 e 15 20 H 45 533 00
CLHEATHE R IAE, 15 4.1 540070 58 SO0 0
mNmMﬁW%ﬁ%$?$w—ﬁo#Hﬁw

MRS RARERBEERICR, B9 E s #i
1 RUR AR 3 R A R L sE, SDN-ZTM R
AT SE RO F ARSI 5 8 AT fE s 24 SDN-ZTM X %
AT SUR R B BB B AT e AL, &
ZFEEA4X (Ib10]=4) K% 5547 A HR I Rl
A SERGENLIE AR . B R AS T s DAL/ PR 2 %)
R B R EFBER, SDN-ZTM P24 5
IR IRREFIRIR R, 2R LGN 0.5% i,
TR R R R 5 5N 20.6% 1 16.8%, HTH &
Yt MR R AR,  SDN-ZTM 8 K60 s 8] 18] g A 4 i1
B ER IR D, MBS E S RE
¢ SRR RIS R B R EFATAMEdE R R
EREOBMEX S, SRRk, PEWERER
(AR LA 20 B ENLE ST AT R, ARSCAA
AT R AT B AT T R A A ROE SR
FEAE M EE R BN . BEE R R ARG,
TR EFRREH B>, SRR EFEN 2%
I, IR AR 7 I E 2 0.15% £10.25%.

SEIR 2 H S B ISR R R A T R
BE QR BT 2 M, Hoeie 1B 77
HEAT A, FEESREG 2 %) SDN-ZTM K I 41 & Mooy
(1) RE 33T M o 5593 0 B 0.5% 0.75%+ 1%-
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53 MEEITE
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5 28 o (S 2 i R AE . B 10 R DL
W, FER ML, BT 100 SEUE 6 0T 8 54 &
N 5.37 ms; 7ESDN-ZTM 1, B ANEIE AR T
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